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1
Decision/action requested

It is suggested that the new Evaluation is added to Solution #14 in in TR 33.835
2
References

[1]
3GPP TS 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G v 0.3.0
[2]
3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
3
Rationale

This document adds a conclusion to solution #14. 
4
Detailed proposal

*** 1st CHANGE*****
 6.14.3
Evaluation
This solution addresses the key issue #14. According to the key issue, it shall be possible to revoke the application keys in a secure way. The solution provides a method for sending authenticated revocation messages from the Anchor function to the Application function and from the UE bootstrapping client to the UE application. 

However, the need for key revocation is not certain. It depends on the lifetime model chosen for the application keys (AF keys). In key issue #12, lifetimes for the anchor key and derived application keys are discussed. Two optional solutions for KI#12 are provided in Solution #X. Depending on which option is chosen, key revocation might or might not be needed. See the conclusion for Solution #X for further details.

Application key revocation may still be needed due to local policy. The application using the application keys might have its own set of policies regarding key lifetimes. 

Key revocation was not part of GBA. It might provide additional security, but it will also require additional signalling. All the above should be taken into consideration when deciding whether key revocation is needed or not.  

*** END OF CHANGE*****

